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B2B and eGovernment processes require
the coupling of internal workflows with external partners
adequate security management

Web services centric architectures
permits the realization of inter-organizational workflows
build on platform independent standards as SOAP, WSDL, WS-Security
most security goals can technically be met

But:
no guidance for the integration of security at application level
web service security standards are technology driven and very complex
Individual security can not be implemented

Resulting in ad-hoc solutions
costly, complex
security requirements hard to manage (e.g., in changing scenarios)
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A REFERENCE-ARCHITECTURE
for the implementation of secure workflows across domain boundaries

A PROOF-OF-CONCEPT PROTOTYPE
that allows the transformation of the security requirements specified at the model level 
into executable artefacts for the configuration of the target reference architecture

“Model Driven Security”

SECTINO
The development of a framework supporting the

systematic realization and management of secure critical 
Inter- organizational  workflows based on Web Services

Research Objectives

A METHOD 
for the systematic design of security-critical, inter-organizational workflows
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Model Driven Security - extends the MDA approach
- models the security requirements in the Platform Independent Model (PIM)
- specifies the security infrastructure in the Platform Specific Model (PSM)
- map them onto each other

Security Analyses

Model View

Target Architecture

Methodology
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Model View -Workflow and Interface View

Methodology
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Target Architecture

Local
Web 

Services

Local
WS Calls

External
WS Calls

Unsecured
Request

Unsecured
Response

Secured
Request

Secured
Response

Secured
Request

Secured
Response

Workflow Engine
(Bpel )

Security Gateway
Components configured through XACML , WS -PL

Methodology
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Global Workflow Model
(UML 2.0)

Interface  Model
(UML 2.0)

Local Workflow Model
(UML 2.0)

Orchestration Language
(BPEL)

Security Configurations
(XACML, WSPL, WS-Security, …)

Modelling / Design
Level

Runtime
Level

Model to Code Transformation

1.

2´

optional

Conformance Validation through Standard

2´´ UML to WS-Standard
(e.g., UML2BPEL IBM alphaworks)

2´ UML to WS-Standards
(e.g., XACML, SAML, WS-Trust, …)

1 UML to UML

2´´

Methodology
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XML Firewall
● WS-Security Policy File
● Java Code Templates

Policy Repository
● XACML Policy File
● XSD File

BPEL4WS-
Workflow Engine
● BPEL File
● WSDL File

Activity Diagram
Class Diagrams

Global
Workflow Model

1. Abstract Global Workflow
2. Document Model 
3. Global Role Model

Global
Workflow Model

1. Abstract Global Workflow
2. Document Model 
3. Global Role Model

Interface Model
1. Component Interface Model
2. Role Model
3. Access Model + Role Model

Interface Model
1. Component Interface Model
2. Role Model
3. Access Model + Role Model

Local
Workflow Model

1. Executable Local Workflow
2. Document Model (Parts)
3. Local Role Model

Local
Workflow Model

1. Executable Local Workflow
2. Document Model (Parts)
3. Local Role Model

Class Diagrams

Class Diagrams

Class Diagrams

Class Diagrams

Class Diagrams

Activity Diagram
Class Diagrams

Class Diagrams

Class Diagrams

XMI Export Run Time Code

Transformation Algorithms

Methodology

Model to Code Transformation
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Tax Advisor Municipality

Process
Annual

Statement
Calculates
Tax Duties

Prepares
Notification

Check 
Notification

Citizen / 
Business

Annual
Statement

Processed
Annual

Statement

Notification

Municipal Tax Collection
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Global Workflow Model (GWfM)

TaxAdvisor

receiveAnnualStatement

sendProcessedAS

sendConfirmation

Municipality

receiveProcessedAS

sendNotification

processedAS

notification

.
.

.

Client

Annual
Statement

Information

TaxAdvisor

receiveAnnualStatement

sendProcessedAS

sendConfirmation

Municipality

receiveProcessedAS

sendNotification

«securityRequirements»
context processedAS: ProcessedAS:
self.Confidentiality={ 

(self.annualIncome),
(self.clientID)

}
self.Integrity ={ (self) }
self.NonRepudiation={ (self) }

processedAS

notification

«securityRequirements»
context notification: Notification:
self.Confidentiality={ 

(self.annualIncome),
(self.clientID)

}
self.Integrity ={ (self) }

Client

Annual
Statement

Information

Scenario

Workflow Description extended by security patterns
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Relationship GWfM – Document Model

Document Model

TaxAdvisor

receiveAnnualStatement

sendProcessedAS

sendConfirmation

Municipality

receiveProcessedAS

sendNotification

Scenario
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Scenario

Implementation

Implementation of  SECTINO Workflows (global 
+ local) based on  ORACLE – BPEL (Java 
Libraries, Java Classes)

Specially Implementation of transformations 
algorithmic to bring the security 
requirements on the target reference 
architecture based on standards 
(„SectinoUML2XACML“)
Input for Policy Repository

Following framework components
PEP: XML-Security Gateway 

PEP2PDP: XML configuration 
component contains all security 
requirements in an XML format

PDP (Policy Decision Point) for go or no go
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Our method provides a framework for the rapid development 
of security-critical inter-organizational workflows; to be used 
by domain experts without specific technical knowledge

Specification of security requirements is done at a very high 
level of abstraction

Specification of security requirements are automatically 
translated into executable artifacts for the run-time 
architecture

Conclusion
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HospitalPatient General Practitioner

Radiologist

Referral Radiography
& Preliminary Diagnosis

Medical Record HospitalPatient General Practitioner

Radiologist

Referral Radiography
& Preliminary Diagnosis

Medical Record

Four-eyes principle

1 Security Requirement:
Can only be accessed in 

presence of Patient.

Four-eyes principle

1 Security Requirement:
Can only be accessed in 

presence of Patient.

1. 1. 

2

Security Requirement:
1) Should be signed by Doctor
2) Contains the rights for the
Radiologist to access„Radiologist
Section“

2

Security Requirement:
1) Should be signed by Doctor
2) Contains the rights for the
Radiologist to access„Radiologist
Section“

Integrity and 
Rights Delegation

3

Security Requirement:
1) Should be readable only for the
Doctor
2) Should be signed by the
Radiologist

3

Security Requirement:
1) Should be readable only for the
Doctor
2) Should be signed by the
Radiologist

Confidentiality

Outlook

Define the development method in 
an e-health environment

Extension the set of supported security 
requirements (e.g. rights delegation, 
four-eyes principal)
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Thank You for 
Your Attention !


